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Chubb- Financial Institutions

Financial Institution Bond (FIB) For Asset Managers
New Business Application
BY COMPLETING THIS APPLICATION THE APPLICANT IS APPLYING FOR COVERAGE WITH CHUBB INSURANCE COMPANY OF CANADA (THE “COMPANY”)

NOTICE: THE COVERAGE AFFORDED UNDER THESE BONDS DIFFERS IN SOME RESPECTS FROM THAT AFFORDED UNDER OTHER BONDS. READ THE ENTIRE BOND APPLICATION CAREFULLY BEFORE SIGNING.
Bond Application Instructions
1.
Whenever used in this Application, the term "Applicant" shall mean the first Named Assured and all organizations and funds applying for coverage.

2.
Include all requested underwriting information and attachments. Provide a complete response to all questions and attach additional pages if necessary.

I.
Name And Address
	1.
	a.
Name of Applicant:
	     

	
	b.
Address of Applicant:
	     


II.
General Information

1.
Please complete the Schedule of Assureds under Attachment A.

2.
Please indicate below, by placing a dollar amount (CDN) in the Limit Requested column, which coverage is being requested.
	
	
	Limit of Liability
	Deductible

	
	Coverage Requested
	Current
	Proposed
	Current
	Proposed

	
	Dishonesty
	$     
	$     
	$     
	$     

	
	A.
Employee
	$     
	$     
	$     
	$     

	
	B.
Trade or Loan
	$     
	$     
	$     
	$     

	
	C.
Employee Benefit Plan Fraud or Dishonesty
	$     
	$     
	$     
	$     

	
	D.
Customer’s Capital
	$     
	$     
	$     
	$     

	
	On Premises
	$     
	$     
	$     
	$     

	
	In Transit
	$     
	$     
	$     
	$     

	
	Forgery or Alteration
	$     
	$     
	$     
	$     

	
	Extended Forgery
	$     
	$     
	$     
	$     

	
	Counterfeit Money
	$     
	$     
	$     
	$     

	
	Electronic and Computer Crime
	$     
	$     
	$     
	$     

	
	A.
Computer System Fraud
	$     
	$     
	$     
	$     

	
	B.
Customer’s Funds Transfer and Social Engineering Fraud
	$     
	$     
	$     
	$     

	
	C.
Assured’s Funds Transfer and Social Engineering Fraud
	$     
	$     
	$     
	$     

	
	D.
Computer Investigations Expense
	$     
	$     
	$     
	$     

	
	E.
Computer Extortion
	$     
	$     
	$     
	$     

	
	Claim Expense
	$     
	$     
	$     
	$     


	3.
	Applicant’s Location of incorporation (Fed./Prov.)  and date of incorporation or establishment:
     

	4.
	The Applicant owns or controls the following types of organizations and/or funds: (check appropriate boxes):

	
	
Registered Investment Adviser
	
Investment Banker
	
Broker/Dealer

	
	
Commodity Broker
	
Mortgage REIT
	
Hedge Fund

	
	
Registered Investment Company (Mutual Fund)
	
Private Equity or Venture Capital Fund
	
Other (please describe):

     

	5.
	The Applicant is a (check appropriate box): 

	
	
Sole Proprietorship
	
Publically owned corporation
	
Privately held corporation

	
	
Partnership
	
Joint Venture
	
Limited Liability Company

	
	
Other (please describe):

     

	6.
	Has there been any change of control, merger, purchase or acquisition of subsidiaries within the previous 3 years?
	  No   Yes


	
	If “Yes”, please attach full details of the transaction, including the transfers made, dates, and individuals or organizations involved.
	


III.
Exposure Information
	1.
	What are the total number of:

a.
Full Time Salaried Employees (including Officers) that receive a T-4 or similar tax reporting form
	     

	
	b.
Part Time Employees that receive a T-4 or similar tax reporting form
	     

	
	c.
Lawyers retained by Applicant
	     

	
	d.
Employees provided to Applicant under contract
	     

	
	Total Census (a+b+c+d)
	     

	2.
	Does the Applicant have a Broker/Dealer Subsidiary that is subject to IIROC Rule 400?
	  No  Yes


	
	a.
If “Yes”, Name of  IIROC Subsidiary:
     
	

	
	b.
Total Number of IIROC Registered Representatives: 
	     

	
	c.
Total Number of Non-Employee IIROC Registered Representatives (Included in c.): 
	     

	
	d.
What is the total number of locations, including branch offices and other locations, at which IIROC Registered Representatives work?
	     

	
	e.
Please provide an overview of the IIROC Subsidiary’s customer complaint policies and procedures.
	

	
	f.
Please provide the required limit and deductible per IIROC Rule 400 in the space below.
Limit:
$     

Deductible
$     
	

	3.
	Does the Applicant maintain offices or locations outside Canada?
	  No  Yes


	
	If “Yes”, please attach a list of locations, the number of employees at each and business operations of each.
	

	4.
	What are the Applicant’s total assets under management at:
Most recent year’s end:
$     

Prior year’s end:
$     
	

	
	a.
If assets are held in a custodial capacity, please describe the nature of the custodial services provided in detail below (attach additional sheets if necessary).
     
	

	
	b.
What percentage of total assets under management are held in a custodial capacity by the Applicant? 
	     %


IV.
Outside Financial Service Providers
	1.
	Please complete the following (attach additional sheets if necessary). If the Applicant does not use such services, please write “none” in the space provided for “Name”.

	
	Service Provider
	Name
	Years Engaged
	Affiliated with the Applicant?

	
	General Distributor
	     
	     
	  No  Yes


	
	Sub-Advisor
	     
	     
	  No  Yes


	
	Fund Administrator
	     
	     
	  No  Yes


	
	Custodian
	     
	     
	  No  Yes


	
	Auditor
	     
	     
	  No  Yes


	
	Other (Please describe):
	     
	     
	  No  Yes


	
	     
	


	2.
	Has the Applicant conducted a due diligence review of each of the above firms in the last 3 years?
	  No  Yes



V.
Audit Procedures
Unless otherwise indicated, please attach an explanation of any "NO" answers below.

	1.
	Internal Audit:
	

	
	a.
Does the Applicant have an internal audit department?
	  No  Yes


	
	If “No”, does the Applicant outsource any part of these functions to a third party?

If “Yes”, please describe in an attachment to the Application.
	

	
	b.
Does the internal audit schedule include a physical visit to all locations of subsidiaries and joint ventures at least every 3 years, regardless of size?
	  No  Yes


	
	c.
Does the Applicant maintain a hotline or other mechanism to allow for the anonymous reporting of tips on suspect financial transactions?
	  No  Yes


	
	If “Yes”, is the hotline available to all employees in all jurisdictions in which the Applicant operates and in the local language?
	

	2.
	External Audit:
	

	
	a.
Does the Applicant receive an annual audit by an outside certified public accountant (CPA)?
	  No  Yes


	
	If “No”, please attach a detailed description.
	

	
	b.
Has the CPA rendered an unqualified opinion for each of the previous 3 years?
	  No  Yes


	
	If “No”, please attach a detailed description.
	

	
	c.
Has the Applicant changed its external auditors in the last 5 years?
	  No  Yes


	
	If “Yes”, please attach a description of the auditor engagement history and the reasons for the change(s).
	


	3.
	Regulatory Audit
	

	
	a.
Please give the date of the last regulatory exam and indicate what authority performed the exam:
	

	
	Date:
	     
	Authority:
	     
	

	
	If the last exam was performed within the previous 3 years, please attach a copy of the regulator’s letter and management’s response.
	


VI.
Human Resources And Payroll
Unless otherwise indicated, please attach an explanation of any "NO" answers below.

	1.
	Does the Applicant have a dedicated full time employee responsible for employment and payroll administration?
	  No  Yes


	2.
	Are the following policies and procedures in place in all business units, whether performed in house or outsourced? (Check all that apply)
	

	
	a.
Social insurance number verification (or verification of other national identification)
	  No  Yes


	
	b.
Licensing check for all licensed employees
	  No  Yes


	
	c.
Credit checks for all financially sensitive positions
	  No  Yes


	
	d.
Criminal history record checks in all jurisdictions in which the prospective employee has lived for the last 5 years
	  No  Yes


	
	e.
Education and training verification
	  No  Yes



VII.
Applicant’s Payment Controls For Applicant’s Own Accounts
Unless otherwise indicated, please attach an explanation of any "NO" answers below.
	1.
	Is a monthly reconciliation of all bank accounts conducted by someone who does not handle deposits, sign cheques or have access to approved reproductions of handwritten signatures?
	  No  Yes


	2.
	Are cheque signing authorities and dual control requirements established in writing?
	  No  Yes


	3.
	Do all cheques require countersignature?
	  No  Yes


	
	If “No”, at what dollar threshold is countersignature required?
	$     
	

	4.
	Does the Applicant use Positive Pay or Reverse Positive Pay for all cheques issued by the Applicant?
	  No  Yes


	5.
	Can a manual cheque be written outside of the Accounts Payable system?  
	  No  Yes


	
	If “Yes”, please describe their use and controls in place to prevent fraud in an attachment to the Application.
	

	6.
	Are all expense reports reviewed and approved by someone that is familiar with the employee’s travel, entertainment and spending history, other than the employee, prior to payment?
	  No  Yes


	7.
	Does the Applicant maintain a pre-established list of employees authorized to transfer the Applicant’s own funds or initiate payments, when such request is from an internal company source (i.e. another employee, officer, subsidiary, location or business unit)?
	  No  Yes


	
	If “Yes”, please provide their positions/titles: 

     
	

	8.
	Can wire transfers of the Applicant’s own funds be requested by employees through email or over the phone?
	  No  Yes


	
	If “Yes”, please describe the approval process and documentation requirements employed by the Applicant to verify the accuracy and legitimacy of such requests (attach additional pages, if necessary)

     
	

	9.
	Are at least 2 authorized employees required in order to release funds on behalf of the Applicant for any funds transfer request involving:
	

	
	a.
A dollar amount over a specific threshold?
	  No  Yes


	
	If “Yes”, at what threshold? 
	$     
	

	
	b.
A new bank and/or account number?
	  No  Yes



	
	c.
Funds transfers to countries outside of Canada?
	  No  Yes


	
	d.  None. Only one authorized signatory is required.
	  No  Yes


	10.
Do all banking platforms used by the Applicant to process fund transfer requests require multi-factor authentication to gain access to the platform?
	  No  Yes


	11.
Are employees that are responsible for wire transfers provided anti-fraud training, including but not limited to detection of social engineering, phishing and other email scams?
	  No  Yes


	12.
Please describe any other means by which wire or payment requests to be made by employees are screened and authenticated by the Applicant.  Attach additional pages if necessary.

     
	


VIII.
Applicant’s Funds Transfer Controls For Customers’ Accounts
Unless otherwise indicated, please attach an explanation of any "NO" answers below.

	1.
	What is the daily average number and value of funds transfers performed on behalf of customers by the Applicant?
	

	
	a.
Domestic:
	Number
	     
	Value
	     
	

	
	b.
Foreign:
	Number
	     
	Value
	     
	

	2.
	Is segregation of duties in place for requests to transfer customer’s funds, such that no one person can control the entire process?
	  No  Yes


	3.
	Does the Applicant authenticate and document any changes to grants of authority for the transfer of customers’ funds?
	  No  Yes


	4.
	Does the Applicant accept funds transfer instructions, requests to link or grant access to customer’s external accounts, or change contact information of a customer over the telephone, email, text message or similar means of communication?
	  No  Yes


	
	If “No”, skip to Section 9.
	

	5.
	Prior to complying with instructions described in Question 4 above, does the Applicant authenticate them with an established, out-of-band process?
	  No  Yes


	
	If “Yes”, which of the following is employed?

Using voice authentication technology


Calling the customer at a predetermined telephone number


Sending a text message to a predetermined cellular number


Some other method or combination of methods (Please attach a description) 

  None. No authentication is performed
	

	6.
	Are customers’ funds transfers reconciled daily by a person who did not approve or transmit such wire transfers?
	  No  Yes


	7.
	Are employees that are responsible for customers’ funds transfer provided anti-fraud training, including but not limited to detection of social engineering, phishing and other scams?  
	  No  Yes


	8.
	Please describe any other procedures in place to verify the authenticity of any payment or fund transfer request made by a customer. (Please attach additional pages if necessary)

     
	


IX.
Applicant’s Vendor And Supplier Controls:
	1.
	Does the Applicant confirm all changes to vendor/supplier details (including routing numbers, account numbers, telephone numbers and contact information) by a direct call using only the contact number previously provided by the vendor/supplier before the request was received?
	  No  Yes


	2.
	Does the Applicant confirm such changes requested by the vendor/supplier with a person independent of the requestor of the change, with any changes being implemented only after the vendor/supplier has the opportunity to challenge them?
	  No  Yes


	3.
	Does the Applicant require review of all changes to vendor/supplier records by a supervisor or next-level approver before any change to the record is processed?
	  No  Yes


	4.
	Does the Applicant run exception reports, either automatic or manually created, showing all changes to the standing data of vendors/suppliers?
	  No  Yes


	
	If “Yes”, how often are the reports run?
	     
	

	
	and by whom are they reviewed? 
	     
	

	5.
	If “No” to any of the Questions 1 - 4 above, please describe the method by which any change to vendor/supplier data is screened and verified by the Applicant. Attach additional pages if necessary.
     
	


X.
Information Security
Unless otherwise indicated, please attach an explanation of any "NO" answers below.
	1.
	Has the Applicant implemented a written information security policy which is applicable to all of the Applicant’s business units and funds (if applicable)?
	  No  Yes


	2.
	Are System Administrator Rights restricted on all computers (including laptops, desktops and servers) such that users of the Applicant’s network (other than system administrators) are prevented from accessing such functions?
	  No  Yes


	3.
	Does the Applicant employ a system enforced process to update software and hardware which cannot be overridden by users?
	  No  Yes


	4.
	Does the Applicant employ an intrusion detection solution that detects and alerts an individual or group responsible for reviewing malicious activity on the Applicant’s network?
	  No  Yes


	5.
	Does the Applicant require the use of VPN or other similar service when authorized users connect to network resources from outside of the corporate firewall?
	  No  Yes


	6.
	Does the Applicant allow employees access to email systems or financial systems from outside of the corporate firewall, including access to cloud-based systems such as Office 365?
	  No  Yes


	
	If “Yes”, is multi-factor authentication required for all connections? 
	  No  Yes


	
	If “No”, please describe all systems which rely on single-factor authentication and any additional controls in place to prevent unauthorized access by compromised user credentials, or brute force account takeover attacks. (Attach additional pages if necessary)

     
	

	7.
	Does the Applicant have processes established that ensure the proper addition, deletion, and modification of user accounts and associated access rights?
	  No  Yes


	8.
	Does the Applicant’s password and credential policy for both employees and customers require the following (check all that apply)


Require a minimum of eight characters? 


Disallow common words and phrases? 


Screen passwords against dictionaries of previously compromised passwords? 


Limit the number of failed authentication attempts? 


Store passwords in a salted and hashed state? 


Other (Please be specific, and attach additional pages if necessary) 
	

	9.
	Does the Applicant provide online access to retail account information? If so, what type of authentication does the firm use for granting customer access to online retail account information?  Check all that apply:


Single-factor authentication (e.g. user ID and password) 


Dual-factor authentication (e.g. hardware or software key fobs/secure ID/tokens)


Adaptive authentication (e.g. challenge questions posed for risk or abnormal logins) 
	

	
	
Other
	     
	

	
	  Not Applicable. The Applicant’s firm does not grant online access to retail account information. 
	

	10.
Does the Applicant install and update an anti-malware solution on all systems commonly affected by malicious software (particularly laptop computers and servers)?
	  No  Yes


	11.
Does the Applicant’s email service use email authentication and validation methods to detect spoofed email not originating from your domain?
	  No  Yes


	
	If yes, check all that apply:


Domain-based Message Authentication, Reporting and Conformance (DMARC) 


Sender Policy Framework (SPF) 


DomainKeys Identified Mail (DKIM) 
	

	
	
Other (Please describe):
	     
	

	12.
Does the Applicant regularly identify and assess new threats to the Applicant’s internal network and public website(s) on the Internet through penetration testing, and adjust the security policy to address the new threats?
	  No  Yes



XI.
Loss Experience
	1.
	Has the Applicant at any time during the past 3 years put their insurance carrier on notice of any potential or actual losses under the Applicant’s fidelity bond or computer crime insurance program?
	  No  Yes


	
	If “Yes”, please provide full details on a separate sheet.
	

	2.
	If the Applicant has not had a fidelity bond or computer crime policy at any time during the past 3 years, have there been any losses that would have been submitted under a bond program if they had such a bond?
	  No  Yes


	
	If “Yes”, please provide full details on a separate sheet.
	

	3.
	Please summarize any litigation/legal action settled within the past 3 years or now pending that is not listed in Question 1. above, or any action which the Applicant has reason to believe may be filed against the Applicant or any director, partner, officer or employee which would be a subject of coverage under a bond program.
	

	
	Please attach a separate sheet providing such information; or check the box to indicate none:
	None



XII.
Please Attach The Following Additional Information Or Indicate That It Can Be Found On The Applicant’s Website Or Is Not Applicable:
	
	Attached
	Website
	N/A

	A copy of the most recent IIROC application for all Applicant Subsidiaries registered with IIROC
	
	
	

	A copy of the Applicant’s most recent audited financial statement
	
	
	

	A copy of the Applicant’s CPA management letter on internal controls and management’s response
	
	
	

	A full description of the Applicant’s operations
	
	
	

	An explanation of any “No” answers referenced in the Application
	
	
	

	A copy of the most recent letter from any Canadian Securities Regulator (if within the last 3 years) and management’s response
	
	
	


XIII.
MATERIAL CHANGE

If there is any material change in the answers to the questions in this Application before the policy inception date, the Applicant must immediately notify the Company in writing, and any outstanding quotation may be modified or withdrawn.
XIV
Declarations, Fraud Warnings And Signatures:
The Applicant's submission of this Application does not obligate the Company to issue, or the Applicant to purchase, a bond. The Applicant will be advised if the Application for coverage is accepted. The Applicant hereby authorizes the Company to make any inquiry in connection with this Application.

The undersigned authorized agents of the person(s) and entity(ies) proposed for this insurance declare that to the best of their knowledge and belief, after reasonable inquiry, the statements made in this Application and in any attachments or other documents submitted with this Application are true and complete. The undersigned agree that this Application and such attachments and other documents shall be the basis of the bond should a bond providing the requested coverage be issued; that all such materials shall be deemed to be attached to and shall form a part of any such bond; and that the Company will have relied on all such materials in issuing any such bond.

The information requested in this Application is for underwriting purposes only and does not constitute notice to the Company under any bond or policy of a Claim or loss or potential Claim or loss.
	
	
	
	

	Date
	Print Name
	Title
	Signature


*This Bond Application must be signed by the risk manager or a senior officer of the Parent Organization acting as the authorized representative of the person(s) and entity(ies) proposed for this insurance.

Attachment “A”.
Schedule of Assureds (including the Applicant’s sponsored Employee Benefit Plans)
	Name of Assured
	Date Created or Acquired
	Location of Incorp.(Fed./​Prov.)
	Percent of Ownership
	Nature of Business
	Domestic or Foreign
	Name of Parent Institution
	Financial Information for Most Recent Year End

	
	
	
	
	
	
	
	Total Revenues
	Total Assets (in Millions)
	Net Income

	     
	     
	     
	     
	     
	     
	     
	$     
	$     
	$     

	     
	     
	     
	     
	     
	     
	     
	$     
	$     
	$     

	     
	     
	     
	     
	     
	     
	     
	$     
	$     
	$     

	     
	     
	     
	     
	     
	     
	     
	$     
	$     
	$     

	     
	     
	     
	     
	     
	     
	     
	$     
	$     
	$     

	     
	     
	     
	     
	     
	     
	     
	$     
	$     
	$     

	     
	     
	     
	     
	     
	     
	     
	$     
	$     
	$     

	     
	     
	     
	     
	     
	     
	     
	$     
	$     
	$     

	     
	     
	     
	     
	     
	     
	     
	$     
	$     
	$     

	     
	     
	     
	     
	     
	     
	     
	$     
	$     
	$     


This information is attached to and forms a part of the Application.
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