SMALL BUSINESS, BIG PROTECTION.

Chubb Cyber Stack:

Stacking Up Your Digital Defence

At Chubb, we are always striving to provide the best protection and support ferour vValued policyholders.
Chubb Cyber Stack is a curated collection delivered by a network of trusted cybersecurity providers. Specifically
designed for small businesses, these services are geared towards preventing cyber incidents and empowering
effective management and response. Our knowledgeable Incident Response Team is also readily available to
provide swift and efficient support, ensuring that a cyber incident receives a prompt response.

Complimentary Cyber Protection Essential Everyday Protections

Desiglled fOI‘ Small Businesses Chubb Cyber Stack zeroes in on the most pressing
. concerns of small businesses, addressing issues
1-Year of Services' such as employee errors, weak credentialing, and
If you're a small business with less than 100 employees, you can receive complimentary software vulnerabilities with a high probability of
robust cyber security protections for a full year and enjoy up to £23,000 in savings, exploitation. Businesses can choose any or all of
ensuring your organization remains secure and can thrive in today’s digital landscape. the following complimentary offerings, providing
.................................................................................................................. potential cost savings of up to £23,000:
Dedicated Cyber Risk Advisor * Attack Surface Management™ —

Gain insights into the perspective of
cybercriminals on your network, allowing
you to detect and resolve vulnerabilities
and misconfigurations proactively.

» Continuous Vulnerability Scanning™ —

With deep knowledge in cybersecurity, our dedicated advisor will fully comprehend your
organization’s needs and tailor the right services to minimize your exposure. Additionally, you
will have convenient access to on-demand consulting regarding essential security features and
controls offered within popular small business technology software products and platforms.

Comprehensive Cyber Services Suite Chubbs Cyber Threat Intelligence Team
continually monitors, scans, and identifies

Seamlessly integrate robust cybersecurity measures into your operations to give peace actively exploited threats, enabling you to
of mind by improving defence associated with most common losses. promptly respond and ensuring the ongoing
O : of all breaches involved a O : of breaches over the security and prOteCtIOE’] ?f your network.
' non-malicious human element, 1  past 10 years involved » Cyber Awareness Training? — Online
O ¢ suchaserroror falling victim O + stolen credentials. courses arm employees with practical,

to a phishing scam. actionable insights to spot and stop
Source: 2024 Data Breach Investigation Report cyber threats.
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A longtime leader in cyber insurance, Chubb is dedicated to providing E?;;Yé’gg%i’;;ﬁfﬂrgﬁ?gf i

small businesses with the best possible insurance and risk mitigation passwords, while reducing recycled
resources for emerging threats. passwords and strengthening
employee credentialing practices.

 Phishing Simulations? — A customized
simulated phishing attack based on the
latest threats, test employees, and provide
1. Terms and conditions are subject to change. The complimentary cost is a one-year period and is applicable only to policyholders who are a platform to increase awareness and

To learn more or get started, scan our QR code to schedule your
meeting with one of our Cyber Advisors today!

net new subscribers/customers to the respective services. Furthermore, eligible policyholders must meet the size limitation of having tiehten securit
100 employees or less to qualify for select services. Review specific terms and conditions of each service provider to ensure eligibility 8 Y.
and to stay updated on any changes that may occur. Average savings based on US-wide survey. ¢ |Incident Response* — Plan your C\/be?’
of participating vendors from 6/15/24 to 7/15/24 who reported pricing for their services without cyber insurance in place. . . .
2. Businesses are entitled to receive complimentary cyber services for one full year. After the complimentary year, businesses are eligible to |nC|dent response plan and read Iness W|th
continue the cyber services at a 25% discount upon renewal. gu ided tem p\ates to master a proper

* Please note that cyber services remain complimentary throughout the duration of the Chubb Cyber policy. response when an incident occurs

All Cyber services are subject to change. Any changes to the service offering will be reflected on the local Cyber services webform. Policyholders are responsible for reviewing specific terms and conditions of each cyber
service provider to ensure eligibility and to stay updated on any changes that may occur.

DISCOUNTED CYBER SERVICES OFFERED BY THIRD PARTY VENDORS: External Vulnerability Monitoring, Secure Password Manager, Personal Cyber Risk Dashboard.

The cyber services set forth above are offered by third party vendors at no additional cost to Chubb policyholders for the stated initial period, provided the policyholder is a new subscriber/customer to the cyber
services on offer by the chosen third-party vendor and the policyholder otherwise meets the stated eligibility requirements. After expiration of the stated initial period, policyholders may have the option to continue
their cyber services at a discounted rate upon renewal. Please note that the specific discount may vary between products and services. Discounts on products and services offered by cyber services vendors are available
only to Chubb policyholders with current in-force policies and are subject to applicable insurance laws. The products and services provided by third party vendors will be governed by contract terms the policyholder
enters into with the third-party vendor. Chubb will not be involved in the policyholder’s decision to purchase services and has no responsibility for products or services that are provided by any third-party vendor.

All content in this material is for general information purposes only. It does not constitute personal advice or a recommendation to any individual or business of any product or service. Please
refer to the policy documentation issued for full terms and conditions of coverage.

Chubb European Group SE (CEG). Operating in the UK through a branch based at 40 Leadenhall Street, London EC3A 2BJ. Risks falling within the European Economic Area are underwritten by CEG which is governed
by the provisions of the French insurance code. Registered company number: 450 327 374 RCS Nanterre. Registered office: La Tour Carpe Diem, 31 Place des Corolles, Esplanade Nord, 92400 Courbevoie, France. Fully
paid share capital of €896,176,662. We use personal information which you supply to us [or, where applicable, to your insurance broker] in order to write and administer this policy, including any claims arising from it. This
information will include basic contact details such as your name, address, and policy number, but may also include more detailed information about you (for example, your age, health, details of assets, claims history) where
this is relevant to the risk we are insuring, services we are providing or to a claim you are reporting. We are part of a global group, and your personal information may be shared with our group companies in other countries
as required to provide coverage under your policy or to store your information.

We also use a number of trusted service providers, who will also have access to your personal information subject to our instructions and control. You have a number of rights in relation to your personal information,
including rights of access and,in certain circumstances, erasure. This section represents a condensed explanation of how we use your personal information. For more information, we strongly recommend you read our user-
friendly Master Privacy Policy, available here: www.chubb.com/uk-en/footer/privacy-policy.html You can ask us for a paper copy of the Privacy Policy at any time, by contacting us at dataprotectionoffice.europe@chubb.com
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https://www.verizon.com/business/resources/reports/2024-dbir-data-breach-investigations-report.pdf
https://go.oncehub.com/ChubbOverseasGeneralCyberServices

