
Cyber Claims Scenarios 

  

 
 
 
 
 
 

 

  

 
 
 
 
 
 
 
 
 

Here are examples of recent claims scenarios to give you a sense for our capabilities: 

Unauthorized Access 

Industry Professional Services 

Commercial 

Top-Tier Response Coach and Forensic Firm 

Our Insured is a professional organization that has an online portal for its members to access 
data. The organization experienced a security incident and its service representatives noticed 
that in a number of instances, member registration information was incorrect and that there 
had been a scrambling of data. A incident response coach and a forensic service firm from our 
cyber panel were engaged and it was determined that unauthorized access occurred on one 
of its servers providing external web portal functionality. The forensic firm did not find any 
evidence that personally identifable information was disclosed during the attack and the data 
returned from the Insured’s database was nonsensitive. Chubb paid approximately $100,000 
CAD in 1st party costs associated with this matter. 

Business 

Claims Difference 

Description 

Ransomware Attacks 

Industry Professional Services 

Commercial 

Top-Tier Response Coach and Forensic Firm 

A professional services firm experienced a ransomware attack which encrypted several files 
on its servers. A ransom of approximately $10,000 was initially demanded. We were promptly 
notifed of the event through our cyber incident response hotline and an incident response 
coach and a forensic firm that specialized in ransomware were retained from our cyber panel. 
After consulting with these experts, the Insured decided to pay the ransom. Upon payment of 
the ransom, the Insured was able to begin the decryption process. Following an investigation 
by the forensic firm, it was determined that no personally identifable information was 
compromised as a result of the attack. As a result of the ransomware attack, the Insured 
incurred losses of approximately $100,000, which was comprised of $15,000 for the incident 
response coach, $75,000 for the forensic firm and $10,000 for the ransom payment. 

Business 

Claims Difference 

Description 



 
 

  
 
 
 

  

 

 
 
 
 
 
 
 
 
 
 
 
 
 
 

  

 
 
 
 
 
 
 
 

Phishing Emails 

Industry Financial Services 

Commercial 

Expert Claims Investigation 

Employees of a midsize financial services company fell victim to a mass phishing attack by 
clicking on a link that enabled the bad actors to obtain system credentials which allowed them 
to access email accounts. Approximately 100 email accounts were compromised and the 
bad actors set a forwarding rule that sent new emails to an unauthorized webmail address. 
Many of the email accounts contained names and social security numbers of the Insured’s 
clients. A cyber incident response coach and a forensics firm that frequently deals with these 
types of phishing scams were retained from our cyber panel. Utilizing specialized tools to 
analyze which email accounts were comprised, the forensics firm concluded that several 
million documents needed to be reviewed to determine the nature and scope of the affected 
population. Additionally, the bad actors were able to access the Insured’s other systems 
to cause several fraudulent wire transfers to take place. It was eventually determined that 
200,000 people needed to be notifed and provided with two years of credit monitoring. Total 
first party losses were approximately $3.5M, broken down as follows: $2M for the forensics 
firm, $1M for the incident response coach and $500,000 credit monitoring and call center 
fees. 

Business 

Claims Difference 

Description 

Vendor/Supply Chain 

Industry Healthcare 

Commercial 

Technical Expertise 

A business associate of the Insured fell victim of a ransomware attack that encrypted many 
of its files. The business associate possessed medical records and personal health information 
of the Insured’s customers and had to retain an incident response coach and forensic firm 
to remedy the ransomware attack on its system. While our Insured had previously utilized 
Chubb’s pre-incident services to better prepare for a breach, the Insured still needed to 
consult with its own incident response coach from our cyber panel to determine what 
reporting obligations it had under HIPAA. The incident repsonse coach eventually determined 
that there was no exfiltration of personal health information from the business associate’s 
system. As a result of the incident, the Insured incurred $20,000 in first party costs. 
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Ready to sell Chubb? 
Visit our website for more information about Chubb’s insurance solutions. 

The claim scenarios described here are intended to show the types of situations that may result in claims. These scenarios should not be compared to any other claim.  Whether or to what extent 
a particular loss is covered depends on the facts and circumstances of the loss, the terms and conditions of the policy as issued and applicable law. 

Chubb is the marketing name used to refer to subsidiaries of Chubb Limited providing insurance and related services. For a list of these subsidiaries, please visit our website at www.chubb.com. 
Insurance provided by Chubb Insurance Company of Canada or Chubb Life Insurance Company of Canada (collectively, “Chubb Canada”).  Risks subject to full underwriting review and acceptance; 
premiums may vary. Reasons listed for why an insured chose Chubb based on perceptions of Chubb employees from communications with producers. All products may not be available in all 
provinces or territories. This communication contains product summaries only.  Coverage is subject to the language of the policies as actually issued.  Chubb Canada, Suite 2500, 199 Bay Street, 
Toronto ON M5L 1E2. 

www.chubb.com

