Cyber Claims Scenarios
for Healthcare Organizations

Here are examples of recent claims scenarios to give you a sense for our capabilities:

Loss of Personal Health Information (PHI)

Its believed that criminals from outside the U.S. were able to exploit vulnerabilities in the Insured’s
system to access more than 200,000 patients’ PHI.

Industry Healthcare

Business Commercial

Claims Difference Top-Tier Response Coach and Forensic Firm

Description A healthcare organization was informed by law enforcement that its patients’

information was found on the dark web. It is believed that criminals from outside the
U.S. were able to exploit vulnerabilities in the Insured’s system to access more than
200,000 patients’ PHI (personal health information). Chubb assisted the Insured
by retaining an incident response coach and a forensics firm from our cyber panel.
Several governmental/regulatory agencies were notifed with the assistance of the
coach. A call center was established and credit monitoring was ofered to the afected
patients.

Physician Impersonation

An Insured healthcare organization was notifed by an outside firm that one of its doctors was
being impersonated by an unlicensed physician.

Industry Healthcare

Business Commercial

Claims Difference Expert Claims Investigation

Description An Insured healthcare organization was notifed by an outside firm that one of its

doctors was being impersonated by an unlicensed physician posing as him. This
imposter was able to review several medical files as part of a physician peer review
process. Once the Insured became aware of the situation, it had to notify patients
whose PHI (personal health information) was inappropriately exposed to this
person. Several of the afected individuals have brought third party claims against
the Insured for failing to safeguard their PHI.



Ransomware Attacks
The malware completely corrupted the hospital’s system and they had to resort to paper mode to
chart and monitor patients.

Industry Healthcare

Business Commercial

Claims Difference Technical Expertise

Description A hospital’'s computer system was the subject of a ransomware attack. While the

attacker sought only $500, the cyberattack essentially shut down the medical
facility. The hospital incurred signifcant expenses attempting to restore the data
from their computer systems. They could not bill any of the health insurance carriers
while the system was afected. Additionally, the imaging capabilities of the hospital
were greatly impacted as they could not produce the images from MRIs or CT scans.
The malware completely corrupted the hospital’s system and they had to resort to
paper mode to chart and monitor patients. Lastly, the hospital’s payroll system also
went down as part of the attack. As a result of the attack, more than $700,000 was
paid for forensics, data recovery, business interruption and crisis management costs.

Vendor/Supply Chain

As a result of the incident, the Insured incurred $20,000 in first party costs.

Industry Healthcare

Business Commercial

Claims Difference Top-Tier Response Coach and Forensic Firm

Description Abusiness associate of the Insured fell victim of aransomware attack that encrypted

many of its files. The business associate possessed medical records and personal
health information of the Insured’s customers and had to retain anincident response
coach and forensic firm to remedy the ransomware attack on its system. While our
Insured had previously utilized Chubb'’s pre-incident services to better prepare for
a breach, the Insured still needed to consult with its own incident response coach
from our cyber panel to determine what reporting obligations it had under HIPAA.
The incident response coach eventually determined that there was no exfiltration of
personal health information from the business associate’s system. As a result of the
incident, the Insured incurred $20,000 in first party costs.

Ready to sell Chubb?

Visit our website for more information about Chubb’s insurance solutions.

The claim scenarios described here are intended to show the types of situations that may result in claims. These scenarios should not be compared to any other claim. Whether or to what extent
a particular loss is covered depends on the facts and circumstances of the loss, the terms and conditions of the policy as issued and applicable law.
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provinces or territories. This communication contains product summaries only. Coverage is subject to the language of the policies as actually issued. Chubb Canada, Suite 2500, 199 Bay Street,
Toronto ON M5L 1E2.



